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On of the most surprising issue is how Windows 2000/XP denies accessing |O-Port addresses.
Considering Windows 95 accessing |0-Ports could be simply done at USER-Level. Under Windows
NT accessing 10-Ports could only simply done at KERNEL-Level, and under Windows 2000/XP |O-
Port access depends on the Plug&Play configuration. All this behaviour is founded in the way how the
protected mode of the x86 CPU works in conjunction with the operating system.

There are two ways the operating system is able to deny accessing |0 Ports:

One mechanism is called IOPL Flag. To access IO ports the IOPL-Flag (IO privilege level) nust match
the condition of the CPL (current privilege level) of the code page descriptor. While USER-Mode code
pages typically are running with CPL = 3, KERNEL-Mode pages are running with CPL = 0. Only if the
condition CPL <= IOPL is TRUE, then access to 10 port is possible.This was implemented in Windows
95 (IOPL = 3, IO port access is possible at USER-Mode level) and Windows NT (IOPL = 0, 10 port
access is possible at KERNEL-Mode level).

Now the surprising part came with Windows 2000/XP. Even when running at KERNEL-Mode (e.g.
Device Drivers) access to |0 ports with legacy drivers seems not to be possible any more. A lot of
legacy drivers (e.g. NT drivers) do not work any more under Windows 2000/XP. Especially legacy
drivers for PCI adapters with own resource management get into troubles. The reason therefor is a
second mechanism implemented into the protected mode of the x86 CPU, called ,lO Permission Map*
(IOMAP). The IOMAP is a part of the Task State Segment which is managed by the operating system.

e.g.__asm STR cx

Task Register

4{ Index ‘TI ‘ RPL ‘

GDT _Task State Segment

11111111

Task Segment Descriptor

IO Permission Map

| Segment Base Limit

OS Stuff
— 10 Map Base 0
0 LDT Selector
0 GS Selector
0 ‘ SS for CPLO

ESP for CPLO
0 | Back Link




Now, of course to bypass this restriction of the OS we could change the 10 Map Base of the
corresponding Task State Segment. But maybe there is an easier way when understanding how
Windows 2000/XP maintenance the IOMAP.

In contrary to WindowsNT on 2000/XP the is a dynamic resouce management due to the Plug&Play
mechanism. This management relies on the corresponding INF-File of an PNP-Driver (WDM Driver)
which provides a HardwarelD (e.g. for PCI the HardwarelD consists of VendorlD and DevicelD) to
identify the PNP device resources to use. Windows 2000/XP provides a BUS-Driver which scans the
PNP devices and compares the found configuration with the given HardwarelD of the INF-File. If both
matches then Windows 2000/XP enables the IOMAP for the found device resources.

Setup API

P
¥

PNP Manager

BUS
Driver

BUS-Driver scans the PNP devices and finds a new device

The SetupAPI calls the Hardware-Wizard

The Hardware Wizard reads in the corresponding INF-File

The HardwarelD is given to the System

The AddDevice routine of the Function-Driver will be called

The device resources will be reported and the corresponding IOMAP enabled
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Now we found a way to enable the IODMAP to get legacy drivers at work. The thing we need to do is
simply give the system a so called ,Dummy WDM Driver with a corresponding INF-File to satisfy the
system needs. Heres a sample for such an INF-File:

[ Versi on]

Si gnat ur e="$W NDOWS NT$"

Cl ass=Unknown

Cl assGUI D={ 4D36E97E- E325- 11CE- BFC1- 08002BE10318}
Pr ovi der =%°r ovi der %
DriverVer=03/26/2001,1.0.0.0

[ Manuf act urer]
%Vf g% = Sybera

IR R R R R R R R R R R R R I R R I R R

; This section needs to be changed with the corresponding
; Vendor | D and Devicel D

B I I R I b O b R I b S S I R S

[ Sybera]
%°r oduct %=ShawWim | nstal |, PCI \ VEN_10B5&DEV_9050

[ Sour ceDi sksNanes]
1=,,,

[ Sour ceDi sksFi | es]
shawdm sys=1 ; Change nanme of WDM Dummy Driver

[ DestinationDirs]
ShaWwim Fi | es. NT=12

[ Shawdm I nstal | . NT]
CopyFi | es=ShaWwdm Fi | es. NT

[ Shawdm I nstal | . NT. Ser vi ces]
AddServi ce = ShaWim 2, ShaWwdm Ser vi ce ; Change nanme of WDM Dummy Driver

[ Shawdm Fi | es. NT]
shawdm sys

[ Shawdm Ser vi ce]

Di spl ayNane = "SHA W n2000 Support Driver"

Servi ceType =1

Start Type =3

Er r or Cont r ol =1

ServiceBinary = %42% shawdm sys ; Change nanme of WDM Dummy Driver
[ Strings]

M g="Syber a"

Pr ovi der =" Syber a"
Pr oduct =" SHA W n2000 Support Driver"



For installation of a ,WDM Dummy Driver” open the Hardware Wizard inside the Control Panel
[Control Panel -> Add/Remove Hardware]

Add/Remove Hardware Wizard

Chooze a Hardware Device =
Which hardware device do pou want to troublezhoot?

The following hardware iz already inztalled on your computer. [ vou are having problems
with one of these devices, select the device, and then click Nest.

[ pou are atternpting to add & device and it is not shown below, select Add a new
device, and then click Mest.

Devices | -

Add a new device
,,-_-r Communications Port [COM1)
E-'L'_!' Multimedia “ideo Controller
@ Default Maonitar
= Floppy disk drive
QLITEDN CD-ROM LTH3EZ
=hir AC3A3N0 LI

< Back I Hewt > I Cancel |

Each WDM Driver corresponds to a device class. For our “WDM Dummy Driver” we just use the class
UNKNOWN (Other Devices)

Add/Remove Hardware Wizard

Hardware Type Py
Ww'hat tppe of hardware do you want toinstall?

Select the type of hardware pou want ko install.

Hardware types:

Y ulti-port gerial adapters ;!
B3 Metwork adapters

L!;' T &pm/Legacy Suppart

Other devices

% PCMCIA adapters

5 Paits [COM & LPT)

l;f% Printers

€2 5051 and RAID contrallers
CB2 S nnd ssidan snd aama conbollace L‘

¢ Back I Hest > I Cancel |




After setting the installation path the WDM Dummy Driver will be displayed:

Add/Remove Hardware Wizard

Select a Device Driver L
YWhich driver do wou want to inztall for thiz device?

; Select the manufacturer and model of your hardware device and then click Mest If you
have a disk that containg the driver you want to install, click Have Digk.

i odels:
"wDitd Sample Diriver

¢ Back Meut » Cancel

After installation the driver is entered to the device manager window
[Control Panel -> Administrator Tools -> Computer Management -> Device Manager]

L, Gerite-Manager =10l x|
J Yorgang  Ansicht |] = =p |

"'? Andere Gerate

: ‘Q SHA Win2000 Support Driver
- ;7} Anschldsse (COM und LPT)

38 (El; Audio-, Yideo- und Gamecontroller
r|- B Computer

(-2 Dakentr ager

-5 Diskettencontroller

F-= Diskettenlaufwerks

%) DVDCO-ROM-Laufmerke

/- 5 afiklkarte

/-2 IDE ATAATAPI-Cantraller

F- =y Mause und andere Zeigegerate
]lg Monitore

- B8 hetzwerkadapter

]% Systemgerdte

F]- Taskaturen

]G%P IISE-Conkroller

o O o O o O o OO g O g O g R g O e R g O g O g O g O g O e |




To write a WDM Dummy Driver a lot of stuff can be found at www.sybera.com. Together with such a
driver and a corresponding INF-File the world seems turning again.
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